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What	  are	  the	  threats	  to	  New	  Zealand?	  



The state of play in 2000 

•  Relatively simple systems 
•  Limited network interconnectivity  
•  Computer network defence was a 

relatively new industry 
•  The threat:  

•  Primarily a nuisance  
•  Individuals attempting to gain notoriety 
•  Evolution of threats was a slow life cycle 
•  Overt attacks 
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The Threats Today 

•  Very complex systems 
•  Highly interconnected networks 
•  Cyber Security while still a young industry 

has matured a lot 
•  The threat: 

•  Pose a serious risk to New Zealand 
•  Economic gain and intelligence collection 
•  Evolution of threats is very rapid 
•  Covert Attacks 
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Threat	  Actors	  

Threat	  Actors	  

Organised	  
Crime	  

Na4on	  States	  

Researchers	  Script	  Kiddies	  

Hack4vists	  



Researchers	  
Hackers,	  Whitehats,	  Greyhats,	  Blackhats	  

•  Pushing	  the	  envelope	  on	  both	  the	  offensive	  and	  
defensive	  fronts	  

•  Different	  types	  of	  researchers,	  there	  are	  those	  
that:	  
•  Find	  the	  vulnerabiliMes	  
•  Fix	  the	  vulnerabiliMes	   	  	  
•  Write	  exploits	  for	  the	  vulnerabiliMes	  

•  MoMvaMons	  vary:	  
•  Curiosity,	  interest,	  knowledge	  
•  Notoriety,	  reputaMon	  
•  Profit	  

NetHui	  2012	  
Security	  in	  NZ	  101	  

6	  



Threat	  Actors	  

Threat	  Actors	  

Organised	  
Crime	  

Na4on	  States	  

Researchers	  Script	  Kiddies	  

Hack4vists	  



Account	  Compromises	  

•  PoliMcian	  Peter	  Dunne’s	  facebook	  account	  was	  
hacked	  and	  a	  pornographic	  image	  was	  sent	  to	  
all	  his	  ‘friends’	  
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IdenMfy	  The[	  /	  Fraud	  
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Threat	  Actors	  

Threat	  Actors	  

Organised	  
Crime	  
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Researchers	  Script	  Kiddies	  
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HackMvists	  
Georgian	  Conflict	  August	  2008	  

	  	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  

VS	  
	  
	  
	  	  	  	  	  	  	  	  	  	  	  	  Russia	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Georgia	  
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HackMvists	  
Georgian	  President	  Mikheil	  Saakashvili	  defacement	  	  
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HackMvists	  
CoordinaMon	  of	  the	  a_acks	  

•  Lists	  of	  targets	  distributed	  across	  Russian	  web	  forums:	  
•  www.police.ge	  
•  www.mfa.gov.ge	  
•  www.goverment.ge	  
•  www.constcourt.gov.ge	  
•  www.mod.gov.ge	  
•  www.nsc.gov.ge	  
•  www.mof.ge	  
•  www.nbg.gov.ge	  

•  Lists	  of	  targets	  posted	  on	  Russian	  websites:	  
•  www.stopgeorgia.ru	  
•  www.stopgeorgia.info	  
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HackMvists	  
CoordinaMon	  of	  the	  a_acks	  
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HackMvists	  
Denial	  of	  Service	  A_acks	  
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HackMvists	  
Sites	  vulnerable	  to	  SQL	  injecMon	  a_acks	  
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HackMvists	  
Email	  addresses	  of	  Georgian	  PoliMcians	  
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HackMvists	  
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•  One	  of	  NZ’s	  largest	  registrars	  was	  hacked	  in	  2009	  
•  Management	  control	  panel	  was	  hacked	  via	  a	  SQL	  
injecMon	  a_ack	  	  

•  Domain	  records	  altered	  to	  point	  to	  defaced	  
pages:	  
•  bitdefender.co.nz	  
•  coca-‐cola.co.nz	  	  
•  f-‐secure.co.nz	  	  
•  fanta.co.nz	  	  
•  hsbc.co.nz	  

•  hotmail.co.nz	  	  
•  linux.co.nz	  	  
•  live.co.nz	  
•  microso[.co.nz	  	  
•  msdn.co.nz	  	  

•  msn.co.nz	  	  
•  msn.org.nz	  	  
•  sony.co.nz	  	  
•  windowslive.co.nz	  	  
•  xerox.co.nz	  



Defaced	  Websites	  
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Denial	  of	  Service	  A_acks	  
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Organised	  Crime	  

•  TradiMonal	  criminal	  acMviMes	  now	  carried	  out	  
electronically:	  
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•  IdenMfy	  The[	  
•  HarvesMng	  CredenMals	  
•  Skimming	  ATM’s	  
•  Corporate	  Espionage	  

•  Blackmail	  
•  Ransom	  
•  Piracy	  
•  CounterfeiMng	  



Zeus	  Banking	  Malware	  
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Installing	  Skimmer	  
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Latest	  Skimming	  Devices	  
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Credit	  Card	  Blanks	  
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Organised	  Crime	  
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Organised	  Crime	  
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Organised	  Crime	  
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Data	  The[	  
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•  Shell	  Oil’s	  website	  for	  fuel	  
cards	  hacked	  

•  Details	  of	  approximately	  6,000	  
New	  Zealanders	  and	  
Australians	  were	  stolen	  

www.stuff.co.nz/2269256	  



Data	  The[ 	   	  	  
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www.stuff.co.nz/4662025	  

•  Lush’s	  website	  hacked	  
•  Informed	  9,000	  New	  Zealanders	  that	  the	  
following	  were	  possibly	  compromised:	  
•  Credit	  card	  details	  
•  Customers'	  names	  
•  Addresses	  
•  Phone	  numbers	  	  
•  Dates	  of	  birth.	  
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NaMon	  States	  -‐	  Stuxnet	  
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NaMon	  States	  
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NaMon	  States	  
Joint	  Strike	  Fighter	  Plans	  
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NaMon	  States	  -‐	  GhostNET	  
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The Threats Today 

•  Very complex systems 
•  Highly interconnected networks 
•  Cyber Security while still a young industry 

has matured a lot 
•  The threat: 

•  Pose a serious risk to New Zealand 
•  Economic gain and intelligence collection 
•  Evolution of threats is very rapid 
•  Covert Attacks 

NetHui	  2012	  
Security	  in	  NZ	  101	  

37	  



MiMgaMng	  the	  Threats	  

Government	  

Industry	  	  

Community	  
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MiMgaMng	  the	  Threats	  

Government	  

Industry	  	  

Community	  
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New	  Zealand’s	  Cyber	  Security	  Strategy	  	  

•  The	  New	  Zealand	  Government	  
announced	  the	  strategy	  in	  June	  2011	  

•  “The	  Government	  is	  strengthening	  
the	  co-‐ordinaMon	  of	  policy	  advice	  on	  
the	  overall	  strategic	  direcMon	  for	  
addressing	  cyber	  security.”	  	  

•  h_p://bit.ly/LXAtBC	  	  
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New	  Zealand’s	  Cyber	  Security	  Strategy	  	  

•  It	  idenMfies	  Key	  and	  Longer-‐Term	  iniMaMves	  in	  
three	  priority	  areas:	  
•  Increasing	  Awareness	  and	  Online	  Security	  
•  ProtecMng	  Government	  Systems	  and	  InformaMon	  
•  Incident	  Response	  and	  Planning	  
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Increasing	  Awareness	  and	  Online	  
Security	  

•  Key	  iniMaMves:	  
•  Partner	  with	  industry	  and	  non-‐government	  
organisaMons,	  such	  as	  NetSafe,	  to:	  

•  centralise	  cyber	  security	  informaMon	  and	  resources	  for	  ease	  
of	  access;	  and	  	  

•  deliver	  a	  coordinated	  cyber	  safety	  awareness-‐raising	  
programme.	  

•  Longer-‐term	  iniMaMve:	  
•  Progress	  work	  with	  Internet	  Service	  Providers	  to	  
develop	  appropriate	  soluMons	  to	  address	  cyber	  
security	  issues,	  such	  as	  infected	  computers	  and	  
botnets.	  
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ProtecMng	  Government	  Systems	  and	  
InformaMon	  

•  Key	  iniMaMves:	  
•  Establish	  a	  NaMonal	  Cyber	  Security	  Centre	  within	  
the	  Government	  CommunicaMons	  Security	  
Bureau.	  

•  Implement	  steps	  to	  improve	  cyber	  security	  
pracMces	  in	  government	  agencies.	  

•  DSD	  35	  MiMgaMons	  	  
	  	  	  	  (h_p://www.dsd.gov.au/infosec/top35miMgaMonstrategies.htm)	  
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Incident	  Response	  and	  Planning	  
•  Key	  iniMaMves:	  

•  Establish	  a	  NaMonal	  Cyber	  Security	  Centre,	  which	  will	  
absorb	  the	  funcMons	  of	  the	  CCIP.	  

•  Revise	  the	  Government’s	  naMonal	  cyber	  incident	  
response	  plan.	  	  

•  Expand	  work	  with	  industry,	  including	  criMcal	  naMonal	  
infrastructure	  providers	  and	  businesses	  to	  support	  
them	  to	  review	  their	  cyber	  security	  responses.	  

•  Longer-‐term	  iniMaMves:	  
•  Work	  with	  interested	  parMes	  to	  determine	  the	  need	  
for	  a	  New	  Zealand	  CERT.	  
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New	  Zealand’s	  Cyber	  Security	  Strategy	  	  
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•  The	  New	  Zealand	  Government	  
operates	  the	  NaMonal	  Cyber	  Security	  
Centre	  (NCSC)	  

•  www.ncsc.govt.nz	  

•  The	  NCSC	  is	  a	  business	  unit	  of	  the	  
Government	  CommunicaMons	  
Security	  Bureau	  (GCSB)	  

•  www.gcsb.govt.nz	  
	  



The	  Na4onal	  Cyber	  	  
Security	  Centre	  (NCSC)	  

Mission:	  
To	  provide	  informa2on	  assurance	  and	  cyber	  security	  
support	  to	  agencies	  and	  cri2cal	  infrastructure	  operators	  
in	  order	  to	  secure	  networks	  and	  provide	  monitoring,	  
analysis	  and	  response	  capability	  to	  combat	  advanced	  
and	  persistent	  cyber	  threats.	  
	  
Vision:	  
To	  be	  the	  trusted	  guardian	  of	  New	  Zealand’s	  informa2on	  
assets.	  



E-Crime Group Structure 
Na4onal	  
E-‐Crime	  
Manager	  

Research	  &	  
Development	  

Electronic	  
Crime	  Lab	  

[ECL]	  

Auckland	  
Lab	  

Wellington	  
Lab	  

Electronic	  Crime	  
Liaison	  Officer	  
[36x	  ECLO’s]	  

Dunedin	  
Lab	  

Signal	  Processing	  
Lab	  

Na4onal	  Cyber	  
Crime	  Centre	  

[NC3]	  



Electronic Crime Lab (ECL) 
	  

• 	  Scene	  examinaMon	  and	  electronic	  device	  seizure	  

• 	  EvidenMal	  preservaMon	  of	  data	  from	  electronic	  devices	  

• 	  Conversion	  of	  seized	  computers	  into	  EVE	  	  

• 	  The	  forensic	  examinaMon	  of	  preserved	  data	  
	  



	  
The	  ECLO	  role	  is	  to	  provide	  a	  liaison	  point	  between	  District	  staff	  
&	  the	  regionally	  based	  Electronic	  Crime	  Laboratories	  &	  assist	  
with	  electronic	  crime	  invesMgaMve	  work.	  
	  
Provide	  first	  point	  of	  contact	  between	  invesMgaMng	  officers	  
and	  ECL	  in:	  
	  
•  AssisMng	  in	  the	  seizure	  of	  digital	  evidence	  
•  AssisMng	  with	  wording	  for	  warrants	  
•  Advising	  on	  correct	  exhibit	  seizure	  

	  	  pracMces	  

Electronic Crime Liaison Officer 



Signal Processing 
	  

• 	  EvidenMal	  preservaMon	  of	  audio	  and	  video	  recordings	  	  

• 	  Conversion	  &	  transfer	  of	  recordings	  between	  different	  formats	  

• 	  Downloading	  and	  capture	  of	  recordings	  	  

• 	  Forensic	  examinaMon	  of	  recordings	  &	  authenMcity	  assessment	  

• 	  Forensic	  enhancement	  of	  recordings	  

• 	  Forensic	  duplicaMon	  of	  recordings	  



	  
• 	  Criminal	  invesMgaMons	  &	  ProsecuMon	  

• 	  Online	  Intelligence	  &	  Capturing	  Evidence	  

• 	  Co-‐ordinaMon	  with	  InternaMonal	  Agencies	  

• 	  Providing	  Expert	  Witness	  tesMmony	  

• 	  AssisMng	  in	  Police	  invesMgaMons	  

• 	  EducaMng	  frontline	  staff	  
	  

What Are NC3 Functions 



	  
• 	  Coordinate	  internaMonal	  and	  naMonal	  invesMgaMons	  

• 	  Lead	  NZ	  agency	  in	  the	  Virtual	  Global	  Taskforce	  (VGT)	  

• 	  Covert	  idenMMes	  to	  gather	  evidence	  therefore	  posing	  as;	  
o  	  paedophiles,	  and	  
o  	  minors	  

• 	  Provide	  guidance	  and	  assistance	  to	  
	  	  	  	  	  District	  staff	  

• 	  Increasing	  vicMm	  idenMficaMon	  
	  	  	  	  	  capability	  

OCEANZ 



AnM-‐Spam	  Unit	  
•  The Department of Internal Affairs is employing a five pronged 

strategy for tackling spam.   
•  Very clear about our purpose and outcomes as a regulator. 
•  This encompasses: 

•  Directly enforcing the UEMA 2007. 
•  Written Formal Warnings – Civil Infringement Notices – High Court 

Action. 
•  Promoting Education and Awareness. 
•  Facilitating Industry Liaison. 
•  Monitoring Emerging Technologies. 
•  Working with Domestic and International Agencies.  
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AnM-‐Spam	  Unit	  

•  Herbal	  King	  spam	  group	  takedown	  
•  Spamhaus	  called	  this	  group	  the	  “Largest	  Spam	  
Gang”	  in	  the	  world	  in	  2007/2008	  

•  Fined	  $NZ	  250,000	  in	  New	  Zealand	  
•  United	  States	  Federal	  Trade	  Commission	  also	  
fined	  them	  $USD	  15.5	  Million	  Dollars	  
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Scam	  Watch	  

•  Scamwatch	  has	  been	  set	  up	  to	  provide	  
informaMon	  to	  protect	  ciMzens	  from	  scams	  

•  InformaMon	  portal	  for:	  
•  Types	  of	  scams	  and	  how	  they	  work	  
•  What	  to	  do	  if	  you’ve	  been	  scammed	  
•  How	  to	  protect	  yourself	  

•  Scam	  alerts	  
•  Scam	  reports	  
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NetSafe	  
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Online	  ReporMng	  Bu_on	  
•  The	  orb	  has	  been	  developed	  by	  NetSafe	  to	  offer	  all	  New	  

Zealanders	  a	  simple	  and	  secure	  way	  to	  report	  online	  
incidents	  which	  may	  break	  NZ	  law	  or	  breach	  legislaMon	  

•  The	  orb	  is	  intended	  to	  'report	  online	  crimes,	  online’	  
including:	  
•  Spam	  messages	  
•  Offending	  against	  children	  and	  child	  pornography	  
•  ObjecMonable	  material	  
•  Scams	  or	  Fraud	  
•  Online	  Traders	  
•  Privacy	  breaches	  
•  A_acks	  on	  computer	  systems	  
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MiMgaMng	  the	  Threats	  

Government	  

Industry	  	  

Community	  
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New	  Zealand	  Security	  Industry	  

•  AcMve	  security	  industry	  
•  Number	  of	  dedicated	  security	  companies	  

•  CREST	  NZ	  CerMficaMon	  coming…	  
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ISACA	  NZ	  

•  The	  InformaMon	  Systems	  Audit	  and	  Control	  
AssociaMon	  (ISACA)	  	  

•  95,000	  members	  globally	  in	  100	  countries	  
•  AcMve	  chapters	  in	  Auckland,	  Wellington	  and	  
Christchurch	  

•  Oceania	  CACS	  2012	  Conference	  Wellington	  
•  10	  -‐	  12th	  September	  2012	  

•  www.isaca.org	  
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•  Non	  Sales	  forum	  for	  Senior	  Professionals	  in	  
InformaMon	  Security,	  IT	  Risk,	  Audit	  &	  Compliance	  

•  Topical	  20min	  presentaMon	  from	  monthly	  sponsor	  
•  MeeMngs:	  

•  Monthly	  in	  Wellington	  	  
•  Bi-‐monthly	  in	  Auckland	  

•  More	  info	  at	  www.1stTuesday.co.nz	  
	  



MiMgaMng	  the	  Threats	  

Government	  

Industry	  	  

Community	  
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New	  Zealand	  Security	  Community	  

•  If	  the	  security	  industry	  can	  be	  described	  as	  the	  
9am	  –	  5pm	  group	  then	  Security	  Community	  is	  
the	  5pm	  –	  9am	  group	  

•  New	  Zealand	  has	  a	  very	  acMve	  security	  
community	  
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InformaMon	  Security	  Interest	  Group	  (ISIG)	  

•  Technical	  forum	  for	  security	  professionals	  
•  Meets	  last	  Thursday	  of	  each	  Month	  
•  Auckland	  and	  Wellington	  Chapters	  
•  www.isig.org.nz	  
•  Ircs.kiwicon.org	  Channel	  #isig	  
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•  Annual	  conference	  (650	  a_endees)	  
•  Kiwicon	  VI	  -‐	  17&18	  November	  2012	  
•  www.kiwicon.org	  
•  ircs.kiwicon.org	  Channel	  #kiwicon	  



	  
	  
	  

To	  encourage,	  educate	  and	  inspire	  	  
a	  new	  generaMon	  of	  IT	  security	  professionals	  	  

for	  New	  Zealand	  



Mentoring	  

Work	  
Experience	  

ArMcles	   Networking	  

InformaMon	  
Security	  

Awareness	  
Days	  



	  
	  
	  
	  
	  
	  

www.in2security.org.nz	  
	  

@in2securitynz	  
	  

info@in2security.org.nz	  
	  

	  
InformaMon	  Security	  
Awareness	  Days	  2012	  

Aug	  18	  –	  Hamilton	  
Sept	  8	  –	  Wellington	  
Sept	  15	  –	  Dunedin	  
Sept	  22	  –	  Auckland	  

RegistraMon	  now	  open!	  



OWASP	  New	  Zealand	  

•  OWASP	  is	  a	  global	  not-‐for-‐profit	  dedicated	  to	  
be_ering	  the	  state	  of	  applicaMon	  security	  

•  Quarterly	  NZ	  chapter	  meeMngs	  in	  AKL/WLG	  
and	  an	  annual	  conference	  in	  Auckland	  

•  Next	  conference	  is	  OWASP	  New	  Zealand	  Day	  
2012	  -‐	  August	  31st	  h_p://Mnyurl.com/cy3g7sb	  

•  NZ	  Coordinators:	  
•  Adrian	  Hayes	  (adrian.hayes@owasp.org)	  

•  Nick	  Freeman	  (nick.freeman@owasp.org)	  
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New	  Zealand	  Internet	  Task	  Force	  (NZITF)	  
Improving	  the	  cyber	  security	  posture	  of	  New	  Zealand	  

•  Trusted	  community	  of	  security	  professionals	  focusing	  
on	  improving	  the	  operaMonal	  robustness,	  integrity,	  and	  
security	  of	  the	  Internet	  in	  New	  Zealand.	  	  	  	  

•  A	  forum	  based	  on	  mutual	  trust	  for	  debate,	  networking,	  
informaMon	  sharing,	  and	  collaboraMon	  on	  ma_ers	  
relaMng	  to	  the	  cyber	  security	  of	  New	  Zealand	  

•  www.nzi{.org.nz	  
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NZITF	  Members	  
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Closing	  Thought	  

To	  affecMvely	  miMgate	  the	  threats,	  collaboraMon	  
and	  coordinaMon	  at	  NaMonal	  and	  InternaMonal	  

levels	  is	  essenMal	  
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